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KateuBuvtnpLeEC YPOLULUEC OXETLKA UE TNV
aoPAAELA TWV TANPWHWYV LECW
StadLktuou

MAaiowo avadopdc Twv KATEVLOUVTPLWVY YPAUUWY

To mapov £yypado TePLEXEL KATELOUVTNPLEC YPAUUEG OL omoieg epeldovtal oto apbpo 16 Tou
kavoviopou (EE) aptB. 1093/2010 tou Eupwnaikol KowoBouliou kat tou TupBouliou tng 24n¢
NoepuPpiov 2010, oxetikd pe tn ovotacn Eupwmaikng Emomtikng Apxng (Eupwmaikn Apxn
Tpamnelwv), thv tpomoroinon tng amodaong aptd. 716/2009/EK koL tnv KOTAPynon tng
anogaong 2009/78/EK tng Emwtportng (oto €A 0 «kavoviopog EAT»). SOpdwva pe to dpbpo 16
napdypadog 3 tou KavoviopoU EAT, ol apUOSLEC apyEC KOL TA XPNUATOOLKOVOULKA WBpupata
kataBaAhouv kdBe duvatr mpoomdbela yla va cuppopdwBoUv He TIG eV AOyw KOTEUBUVTHPLEG

VPOMUEG.

OL kateuBuvtnpleg ypaupég mapouctdlouv tnv amodn tng EAT OXETIKA HPE TIC KATAAANAEG
ETIOTTLKEC TIPAKTIKEG OTO TTAA(oLo Tou Eupwmaikol ZUCTHUATOC XpNUATOOLKOVOULKAG Emomnteiag
OXETIKA LE TOUG TPOTIOUC 0pBNG edbapuoyng Tou dikaiou tng EE otov ouykekpluévo topéa. Q¢ K
toUutou, n EAT avapével amnod Tig apuodLeg apXEG KAL TA XPNUOTOOLKOVOULKA WSpupata ota omnoia
ameuBuvovtal oL KateuBuVTHPLEG YPAUUEG VA cUHHOpdwBoUV Tpog autég. OL apUOSLEC apXEC
TMPOC TIC omoleg ameuBUvovtal oL KATEUBUVINPLEG YPAUUEG TPEMEL Vo CUHpopdwOouv
EVOWHATWVOVTOG OUTEG SEOVTWG OTLG EMOTTLKEG TIPAKTIKEG TOUG (TT.X. TPOTIOMOLWVTAC TO VOULKO
TOUG MAQUOLO 1) TLG ETMOTTIKEG SLASIKAOLEG TOUC), KON KAl OTAV AUTEG ameuBUvovTaL TPWTIOTWG
og Wopupara.

ATtatioeLg UTTOBOANC OTOLXELWY

JUpdwva pe to apbpo 16 mapdypadog 3 Tou KavoviopoU EAT, oL appodleg apxEG MPETEL va
yvwoTtonolwjoouv otnv EAT edv cuppopdwvovtal | mpotiBevtal va cuppopdwbBolv TPoG TIG
TLOPOUCEG KATEUBUVTNPLEG YPOUMES, i AAAWG va ekBEoouv Toug AOyoug PN CUUHOPGWaONG, WG
T1¢ 5.05.2015. Edv n npoBeopia yvwotomnoinong mapéABel anpaktn, n EAT Bswpel 6TL oL apUOSLES
apxég 6ev ouppopdwvovtal. Ol yWWOTOMOLCELG TIPETEL VO artooTéAovTalL, JE TV UTIOBOAR Tou
€VTUTIOU TIOU TIOPEXETAL OTNV evOTNTA 5 Tou Ttapdvtog syypadou, otnv nAektpovikn SievBuvon
compliance@eba.europa.eu pe tv emwonuavon «EBA/GL/2014/12». Ol yVvwOTOMOLOELG TIPETEL

va urtoBalhovtatl anod npocwna Seovtwg e€oualodoTnUEVaA VA YWWOTOTOLOUV T CUUPOpdwaon €K
HEPOUC TWV apUOSLWV apyXwV TOUC.

H yvwotonoinon &npootleletal otov SLkTuako Tomo tng EAT, cUudwva pe to Gpbpo 16
napaypadog 3.



mailto:compliance@eba.europa.eu
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Tithoc | — Nedio edbappoync kot oplopot

Nedio epappoyng

1.

ITIC TaPoUOEC KATEUBUVTHPLEG YPOUUEC oplleTal €va cUVOAO EAAXLOTWV OUMOLTACEWY OTOV
TOMEX TNG ACDAAELOC TWV TANPWHWY HECW Oladiktuou. OL KATEUBUVTNPLEG YPAUUEC
Bacilovrat oToug Kavoveg Tne odnyiag 2007/64/EK! («oSnyia yla Ti umnpecieg MANPWHWY»)
OXETLKA UE TIC ATIALTAOELG EVNUEPWONG YLO TLG UTINPECLEG TANPWHWY KAL TLC UTIOXPEWOELG TWV
MapOXwv umnpecwv TMAnpwuwv (NYM) 6cov adopd TNV MAPOXN UMNPECLWY MANPWHUWV.
ErutAéov, cupdwva pe to apbpo 10 mapdypadog 4 tng odnyiag ta WpLupaATA MANPWUWY
uTtoxpeouvtal va SLoBETouv APTIO OpPYyavVWTIKO TAAIOLO KOl EMOPKEIC HNXOVIOUOUC
ECWTEPLKOU EAEYYOU.

Ol KateuBuVvTNPLEG YPOUUEG apOPOUV TNV TAPOXH UTINPECLWY TANPWLWV TIOU TIPOodhEPovTal
péow tou Stadiktuou amod MYN, énwc opilovral oto apBpo 1 tng odnyiac.

OL Kkateubuvtnpleg YpOMUUEG ameuBUvovial ot XPNHOTOOLKOVOUKA LSpUHOTA  OTWE
opilovtat oto apbpo 4 onueio 1 tou kavoviopou (EE) aptB. 1093/2010 kal ot appodLeg
opxé¢ Onwg opilovtol oto GpBbpo 4 onueio 2 tou kavoviopou (EE) aptB. 1093/2010. Ou
OpUOSLEC apXEC TWV 28 KpaTwy HeAWV TG Eupwmaikng Evwong npémnet va dtaodaAilouv tny
edapuoyr aUTWV TWV KATEUBUVTAPLWYV YPAUUWY amo toug MY, 6nwg opilovtal oto dapbpo 1
™G 0dnylag yLa TG UTNPEcieg MANPWHUWY, TTOU TEAOUV UTO TNV €MOMTeia TOUG.

ErutAéov, oL appodieg apxeg Suvavtal va anodacicouv va amaltoouv and Toug mapoxoug
UTINPECLWV TANPWHWY va oavadEpouv otnv apuodla apxr OTL CURHOPOWVOVTIAL UE TLG
KOTELBUVTAPLEG YPOUHEG.

OL mapouoeg KoteuBuvtRpleG YPaUMEG bev emnpedalouv TNV LWOXU TWV OCUCTACEWV TNG
Eupwnaikng Kevtpkng Tpamelag ywa tnv aoddAela Twv TANPWHWY HEOw OSladlktiou
(Recommendations for the security of internet payments) (n «€kBeon»).> SuyKeKkpLuéva, N
€kBeon efakolouBel va amotelel to €yypado PBACEL TOU OMOIOU OL KEVIPIKEG TPAMElEC OTO
TAQLOLO TNCG ETOMTIKAG AELTOUPYLOC TOUG ETL TWV CUCTNUATWY KAl TWV HECWV MANPWHWY
TPEMEL va afLoAOYOUV TN CUUHOPPwWan 6cov adopd TNV AoPAAELN TWV MANPWHWY HECW TOU
Sladiktuou.

OL koteuBUVTAPLEC VPOUMEG amoTeEAOUV TIG eAdxloteg mpoodokieg. Edapudlovtal pe tnv
erpLAaEN tng eubUVNG Twv MY va mapoakoAouBoUv Kal va aflodoyolv Toug KLv8UVoug Ttou
CUVETIAyOVTOL OL OpactnplOTNTEG TOUC TOoU adopouv TANPWHEG, Vva OVATTUCCOUV
ECWTEPLKEC AETTTOUEPELG TTOALTIKEC aodalelag Kat va ebappdlouy emapkr HETpa aoPAlELag,

! 0O6nyia 2007/64/EK tou Eupwraikol KowoBouAiou kat tou ZupBouliou, g 13ng NoguBpiov 2007, yla TG Untnpeoieg
TANPWUWY OTNV ECWTEPLKA ayopd, TNV Ttpomomnoinon twv odnywwv 97/7/EK, 2002/65/EK, 2005/60/EK kat 2006/48/EK,
KalL TNV Katdpynon tng odnyilag 97/5/EK, EE L 319 tng 5.12.2007.

2 http://www.ecb.europa.eu/press/pr/date/2013/html/pr130131_1.en.html
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EKTOKTNG QVAYKNG, Olaxelplong meplotatikwy Kol adldAeuntng Aswtoupyiog mou eival
OVOAOYLKA TIPOG TOUG EYYEVELG KIVOUVOUC TWV MOPEXOUEVWV UTINPECLWV TTANPWHWV.

7. ZIKOTOC TWV KATEUOBUVTAPLWY YPAUUWY ELVOL VO 0pLOTOUV EAAXLOTEG KOLVEC QTTALTACELS YL TLG
UTNpecie¢ MANPWHWY HEow SLadIKTUOU TOU amaplOpoUVTOL KATWTEPW, AVEEAPTATWS TNG
OUOKEUNC MPOcBaong mou XpnoLomoLeitaL:

- [kaptecg] n extédeon MANPWUWVY HE KAPTA 0TO SLASIKTUO, CUUIEPIAOUPBAVOUEVWV
TWV TANPWHWY ME AUAN KApTA, KABwC KAl N KAToXwPLon Twv oTolxeiwv yla
TIANPWHUNA HE KAPTA YL Xprion o€ «AUCELG TTopTOdOALOU »-

- [petadopég niotwong] n exktéleon petadopwv niotwong oto dtadiktuo-

- [nAektpovikry €fouctodotnon] n  €kSoon KAl TPOMOMOINCN NAEKTPOVIKWV
efoucloboTnoewV GUEONG XPEWONC:

- [nAektpovikd xpnpo] peTadopEG  nAEKTpOVIKOU  XpNuotog  Hetafy  Suo
AOYapLOCUWY NAEKTPOVIKOU XPHHOTOC LECW Tou Stadiktuou.

8. ITIC TIEPLTTWOELG OMOU Ol KATEUBUVTNPLEG YPAUUEG avadEépovTal o £va AMOTEAECUA, TO
OMOTEAECHA QUTO Mmopesl va  eruteuxBel pe Swadopoug TpdmMoug. OL MAPOUOES
KOTEUBUVTNAPLEG YPOUUEG, TTIEPAV TWV ATALTHOEWV TIoU KaoBopilovtal KATWTEPW, TIAPEXOUV
eniong mapadeiypato PEATIOTWY TPAKTIKWY (0To0 mapdptnua l), Tg omoie¢ ot NYM
evBappuvovtal, aAAd eV uTtoxpeoUVTAL, Va ULOBETHOOUV.

9. Itnv mepimtwon OMou n TMAPOXH UTNPECLWV Kol HECWV TANPWHWY TPOodEPETAL HECW
OUOTAMATOC TMANPWHWY (T.X. CUCTAMATA TIANPWUWV UE KAPTA, CUCTAUATA HETAPOPAS
TMOTWOoNG, CUCTAUATA QUEONG XPEWONG K.ATL.), OL OpUOSLEG aPXEG KAl OL OVTLOTOLYEG
KEVIPLKEG TPATIELEC TTOU AoKOUV eTUPAEPN €T TWV LECWV TANPWLNG TIPETEL VO BpilokovTal o€
enadn wote va dloodaliletal n cuVeNNg edopUoyr TWV KOTEULBLVTAPLWY YPAUUWY OTtd
TOUG TTAPAYOVTEG TtoU elval uTteUBUVOL YL TN AELTOUPYLA TOU CUCTNLATOG.

10. Ou mdpoxol oAOKANPWHEVWY AUGEWV TANPWHWY> TTOU TPOCPEPOUV UTINPECLES EvapEng
TANPWUNAG BewpouvTal €ite OMOOEKTEC UTINPECLWY TIANPWUWY HECW TOU SLabdikTuou (Ka,
Kat' eméktaon, NYN) eite e€wteplkol TAPOYOL TEXVIKWVY UTINPECLWV TWV OXETIKWV OXNUATWVY N
MYN. tn &eltepn meplmtwon, ol MAPoXoL OAOKANPWHEVWY AUCEWV MANPWUWY TIPEMEL va
uTtoxpeouvTalL BAacel cUUBACNG VO CUULOPHWVOVTOL UE TIG KATEUOUVTNPLEG YPALLUEG.

11. Ano to nedio edpappoyng Twv KATEUOUVTNPLWY YPAUUWY E€alpolvTaL:

o TapoxoL OAOKANPWUEVWY AUCEWV TIANPWHWVY TTAPEXOUV OTOV SKaoUxo tg MAnpwung (dnAadn otnv enixeipnon
NAEKTPOVIKOU gumopiou) pia tumomnotnuévn Slemadn yla TG UMNPecieg £vapéng MANPWUNAG TTOU TOPEXOVTAL OO TOUG
nyn.
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- aMecg unnpeoieg Slabdiktiou ToOU TOpEXovtal amo évav MYMN péow Tou
Stadiktuakol TOMOU TANPWHWY TOU (Y. NAEKTPOVIKEG XPNMOTLOTNPLOKEG
UTINPEOLEC, NAEKTPOVIKEG CUUBAOELG):

- TANPWHEG yla TG omoleg n evioAn &ivetal péow Tayxudpopeiou, tnAsdwvou,
dwvntikol pnvopatog N Pe xpnon texvoloyiag mou Booiletal oe umnpeoia
cUVTOHWY YPATITWY UNVUUATWV (SMS)-

- TANPWHEG UECW KLWVNTAC OUOKEUNG, EKTOG TWV MANPWHWV Tou Bacilovtal oe
TPOYPOUUA TIEPYNONG:

- HeTadOopEC TOTWONG OTLG TTEPUTTWOELS OTIOU TPiTo HEPOC amoktd nmpdoPaocn otov
AoyapLaopuo MANPWUWY ToU TeEAATN:

- TPGEEIC MANPWUWY TIOU TIPOYHUATOTOLOUVTAL oo EeMIXEipnon HEOW SKTUWV
€L6LKOU OKOTIOU"

- TANPWHEG PE KAPTO LE XPHON OVWVULWY KoL LN emavadopT{OUeEVWY GUOLKWY N
QUAWV TIPOTIANPWHEVWY KOPTWV OTLC TIEPLTTWOELG Orou Sev udioTatal GUVEXNG
oX€on HETOEL TOu €KSOTN KOL TOU KATOXOU TG KAPTOC:

- N EKKABAPLON KAl 0 SLOKAVOVLOUOC TIPAEEWY TIANPWHNG.

12. Twa Toug OoKOTIOUG QUTWV TWV KATEUBUVTAPLWY YPAUUWY, KOl CUUTANPWHOTIKA TIPOG TOUG

0pLOPOUC TIOU TTAPEXOVTAL TNV 0dnyla yla TG UTtnpecieg MANPWHUWY, LoxUouv ol akoAoubol

oplopol:

Me tov Opo tautomoinan voeital n Stadikacia mou emtpénel otov MYN va emaAnBevel
TNV TAUTOTNTA EVOC TTEAATN.

Me Tov 0po toYUpn TAUTOMOoINoN MEAATN VOELTAL, YLA TOUG OKOTIOUC TWV KATEUBLVTHpLWY
vpoppwy, Stadikaoia ou Baciletat otn xprion 600 1 eplocoTEpWY amod ta akdAouba
otolxela — TO omolol KATNYOPLOTOLOUVTOL W YVWOoN, KUuplOTNTA KOl EYYEVEG
XOPAKTNPLOTIKO: i) KATL TO omolo yvwpilel povo o XpROoTNG, T.X. OTATIKO CUVONUATLKO,
KWOIKO, mpoowrtikd aplOud avayvwptong (PIN)- ii) kATl to omoio povo o XpAoTNng €xeL
OTNV KUPLOTNTA TOU, TI.X. CUCKEUN TIOPOYWYNG POoBeToU KwdikoU achaAelag, £Eurvn
Kapta, Kwnto tnAédwvo: iii) éva povadilkd cUUGUTO XaPaAKTNPLOTIKO TOU XPHOoTN, TL.X.
BLOUETPIKO XAPAKTNPLOTIKO, OTWE SAKTUALKO amotunwo. EmutAéov, ta otolyeia mou
eTAEyovTaL IPETEL VA elval aveédptnta petafd toug, SnAadn n mapafiacn Tou evog va
pnv B€tel og kivbuvo ta dAa. Touldylotov £va ord TO OTOLXELD TTPETMEL VOL NV UTOopEl
va  emavayxpnotpormoinBel 1 va  avamapaxBel (s€opoupévou Twv  cUUPUTWV
XOPAKTNPLOTIKWY) Kal va KNV gival duvatov va uttokAamel péow tou Stadiktiou Xwplg
va to avtiAndBeil o xpnotng. H Sladikaoia Loxupng tautomoinong mpemel va eival
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OXEOLOOUEVN KOTA TETOLO TPOTO WOTE VA TPOCTATEUETOL N EUNMLOTEUTIKOTNTA TWV
Sedopévwy Tautonoinong.

- Me tov 0po Eykplon voeital n Sltadikacia pe TNV omola EAEYXETAL KATA TTOOOV O TIEAATNG
N o MYN éxel to Sikalwpa va PoPel 0€ ULA CUYKEKPLUEVN EVEPYELQ, TLY. TO SIKAlWU
petadopdc kedbalaiwy, A To Sikalwpa npocBaocng os evaicOnta Sedopéva.

- Mg 1oV 0po SlamIoTEUTHPLY VOOUVTAL OL TIANPOPOPIEC —YEVIKA EUTLOTEUTIKEC— TIOU
TapEXeL €vag MeAdtng n €vag NYM yla okomoU¢ Tautonoinong. Q¢ «SLamoTeuTnpLo»
voeital emiong n katoxy duoikol epyodeiou ToOU TEPLEXEL TIC TAnpodopieg (m.x.
ouoKeun Tapaywyns Kwdlkwv plag xpAong £Eumvn KAapta) f KATL TTOU 0 XPHOTNG
OTTOUVNMOVEUEL 1] KATOLO OTOLXELO TIOU TOV QVTUTPOOWMEUEL (OMWE T BLOMETPLKA
XOPAKTNPLOTIKA).

- Me tov 6p0o ONUAVTIKO TTEPLOTATIKO AOPAAELAC TANPWLWY VOELTOL TIEPLOTATIKO TO OTOLO
EXEL N EVOEXETAL VA £XEL ONUAVTIKN €TMTWON otV aodAAela, TV akepaldTnTa 1 TN
CUVEXELX TWV CUGTNUATWY Tou MYMN mou cuvdéovtal pe MANPWHES Ka/n otnv aodalela
Twv evaioBntwv dedopévwv TMANPWUAG 1 Twv Kepalaiwv. Ma tnv afloAdynon ng
ONUOVTLIKOTNTOCG TOU TIEPLOTATIKOU TPEMEL va Aappavetal unoPn o aplOpog twv
nieAatwy mou evdExetal va Blyolv, to StakuBeudpevo Toad Kal n enintwon og AAoug
MYN | g AAAEG UTLOSOWEG TTANPWHWV.

- Me tov 6po avaAuan tou kvduvou tn¢ ouvaAdayrg voeital n afloAdynon tou Kivduvou
mou adopd CUYKeEKPLUEVN cuvaAlayr, oto mAaiclo tng omolag AapPBdavovtal umoyn
KPLTPLA OTIWG, YLO TTAPASELYUA, TO CUVOAAAKTIKA TIpOTUTIA (CUIEPLPOPA) TOU TIEAATN
0600V adopa TIG MANPWHEC, N afla TNG OXETIKNAG cUVAAAAYNAG, To £160¢ TOu TTPOIGVTOG Kot
To tpodiA Tou Sikaovyou.

- Me tov 6po auAec kaptec voeital AUon MANpwHNG ou Baociletal o KApta, oTo MAAicLo
™T¢ omolag OSnuoupysital £€vag eVOAANAKTIKOG, TPOOWPLWVOG oplOUog KAPTAG HE
Tieploplopévn Tmeplodo oxUoG, TEPLOPLOUEVN XPRon Kol TpokaBoplopévo O6plo
damavwy, mou pmopel va xpnowpomnolnBel yl TV MPOyUOTOmoincn ayopwv oto
Sladiktuo.

- Me tov 6po AUoelc mopTto@oAioU voouvtal AUCELG TTou Ttapéxouv Tn duvatotnta os évav
TeAdtn va katoxwpilel dedopéva mou adopolv €va | MEPLOCOTEPA HECA TTANPWHWY
TIPOKELUEVOU va Tipofaivel og TANPWHEC TIPOG SLAPOPES ETIXELPNOELC NAEKTPOVLKOU
gumnopiou.
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TitAoc Il — KateuBuvthpleg YPAUUEC OXETLKA HE TNV A0DAAELD TWV
MANPWHWV HEow SladlkTuou

Feviko nepipaAdov eAéyxou kot aodaAeLog

1. Ou NYN npénet va ebappolouv Kol va enavefetdlouv TOKTIKA HLA €TONUN TIOALTIKN

aodAAELAG YLO TIC UTNPECIEG MANPWHWV HEOW SLadIkTUoU.

1.1

1.2

H oAtk aopAAELaG MIPEMEL va. elval SEOVTWG KATAYEYPOUUEVN Kal va emavefeTaleTal
VA TOKTA Xpovikd dlactipata (cUudwva pe TNV KateuBuvtnpla ypauun 2.4) kot va
eykpivetal amd Ta avwtata oteAéxn tng Oloiknong. Mpémel va B€tel otdyoug
aodalelag kot va kaBopilel tn StaBeon avalnyng kwwvdovwv.

H moAwtik aocddAslag mpénel va mnpocodlopilel poOAoug Kal apHOSLOTNTEG,
cupnepapBavopévng TG Aettoupyloag Sloxeiplong tou Kwwduvou He ameuBeiag
ovadopd oto AlolkNTIKO JUUBOUALD, KOOWC Kal TIC YPAUUEC avodopds ylo TIG
TIAPEXOUEVEG UTINPECLEG TANPWHWY LECW TOU SLASLKTUOU, CUUTEPIAAUPAVOUEVNG TNG
Slaxeiplong evaioBntwv Sedopévwv MAnpwUng 6oov adopd tnv afloAdynon, Tov
£\EYXO KOL TOV PETPLAOHUO TWV KLVSUVWV.

2. OLNYN npénel va Slevepyouv Kal Vol TEKUNPLWVOUV OVOAUTIKEG afLoOAoYNOELG KLvSUVOU 6ooV

adopad TNV aoPaAeld TwV MANPWHWVY HECW TOU SLASIKTUOU KoLl TwV cuvadwy UTINPECLWY,

TOGO TIPLV Ao TN SnUloupyla TNG UTNPESLAG (A TWV UTINPECLWY) OGO KOL AVA TOKTA XPOVLKA

SlooTtrpoTa 0T CUVEXELQ.

2.1

Ou NYN, péow NG Asltoupyiag Toug yia tn Slaxeiplon tou Kwdlvou, TPEMEL va
SlevepyolVv Kol va TEKUNPLWVOUV Aemtopepeic aflohoynoslg KwwdUvou yla TIG
TIANPWHEG HECW SLASIKTUOU Kal TIC cuvadeic umnpeoieg. OL NYNM npénel va e€etalouv
TO amoteAéopaTa TG ouveXoU TapakoAolBnong Twv anelAwyv Katd tng achAAELOC
TWV UTINPECLWV TIANPWHWV Héow Sladiktuou mou mpoodépouv | oxebialouv va
npoodEpouy, AapfBdavovrag undyn i) TG TEXVOAOYLIKEG AUCELG TTOU XPNOLUOTIOLoUY, ii)
TIG UTNPEOCILEG TTOU avoO£TouV og e€WTEPLKOUC TIOPOXOUG Kall iii) To TexVIKO TteplPaAlov
Twv medoatwy. Ot MYN npénel va e€etalouv Toug KIvEUVOUC Tou CuVEEoVTOL UE TLG
ETUAEYUEVECG TEXVOAOYLKEG TTIAATDOPUEG, UE TNV APXLTEKTOVIKA TWV €PAPLOYWY, UE TLG
TEXVIKEC KOL TIC POUTIVES TIPOYPAUHATIOHOU TOCO amd TN Sk Toug MAeupd” 600 Kat

4'0an n evawobnoia Tou cuotiuatog oe emBécelg udapmayng cuvodou (session hijacking), mpooBbnikn kakoBouAou
kwdika SQL (SQL injection), eniBeon péow déoung evepyelwv and aAn tomobeoia (cross-site scripting), unepxeiiion
npoowpvng pvnung (buffer overflow) k.Am.
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and TNV TMAEUPE TwV MEAATWY TOUG,> KABWE KAl To amoTeAéopaTa TS Sladikaotiag
mapakoAouBnong meplotatikwy aohadelag (BAEne katevBuvtpla ypouun 3).

Bdoel Twv avwtépw, ot MYM mpénel va kabopilouv Katd mocov Kol og molov Pabuod
evOEXETAL va amaltouvTal OAAAYEG OTO UTTAPXOVTA LETPA A0PAAELAG, OTLG TEXVOAOYIEG
TIOU ¥pnotlyormnolouvtal Kal ot dtadlkaoieg ) TIg unnpecieg mou nmpoodépovral. Ot
MYN mpémnel va Aappdavouv umodn tov xpdvo Tou ammolteital yio tThv epapuoyr Twv
oAAaywv (mepAapBavopévou Tou XpOVou TNG ULOBETNONC TOUG oMo TOUG TIEAATECG) Kot
va AopPdavouv ta KATAAnAa Tpoowplvd METPA yla TNV €Aa)loTomoinon Ttwv
TIEPLOTATIKWY AOPAAELAG KOL ATTATNC, KABWCE KAl TWV eVEEXOUEVWY SUCAELTOUPYLWV.

H aflohdoynon twv KwoUVWwV TPEMEL va KAAUTTEL TNV QvAyKn TpooTtaciog Katl
Slaodalionc twv evalodBnTwv SeSopEVWY TWV TANPWHWV.

Ou NYN mpénel va mpoPaivouv oe emavefétaon Twv oevapiwv KwSUVOU Kol Twv
UODLOTAUEVWY PETPWV AoDAAELOG UOTEPA ATIO ONLOVTIKA TIEPLOTATLKA TIOU €MNPEAlOUV
TI{ UTINPECIEG TOUG, TPV Ao TNV TIPAYHATONOINCN ONUOVIWKWY aA\aywv othv
uTtoSon 1 oTLC SLASIKACLEG KAl ETA TOV EVIOTLOMO VEWV AMEWY HECW SLASKATLWV
napakoAouBnong tou kwwduvou. EmumAgov, mpémel va Slevepyeltal TouAdylotov pia
dopd eTnoiwg yevikn enavefétaon tng aloAdynong tou Kivduvou. Ta amoteAéopata
TWV afLOAOYNOEWV KIVOUVOU KAl TWV EMAVEEETACEWV TIPEMEL VoL UTIOBAAAOVTOL TIPOG
€YKPLON OTOL AVWTATO SLOLKNTIKA OTEAEXN.

3. Ou NYN mpénel va SwaodpoaAilouv TN ouvenrn Kal OAOKANpwHEVN TapakoAolBnon kat

Slaxeipon twv oupPaviwv achAAELOG, CUUMEPIAAUPAVOUEVWV TWV KOTOYYEALWY TwV

TLEAOTWY OXETIKA e TNV aoddaleta. Ot MYMN mpémet va dnuioupyrnoouv Sladikacia yla thy

ovadopd TETOWV TEPLOTOTIKWY ot Slolknon Kal, oty TEPUTTWON ONUAVTIKWY

TLEPLOTATIKWY A0PAAELAC TANPWHWYV, OTLG OPUOSLEC APXEC.

3.1

3.2

OL NYN mpénet va edpapuolouv Stadlkacio ylo Tov €Aeyxo, TOV XELPLOUO KAl TNV
napakoAoUOnon Twv TEPLOTATIKWY AoDAAELOC KOL TWV KATAYYEALWV TIEAATWV TTOU
adopouv Bépata achAAELOGg KAl va avapEPOUV TA TIEPLOTATIKA AUTA otn Slolknon.

OL NYN mpémnet va epapuolouv dladikaoia yla tnv AUeESn EVNUEPWON TWV APUOSLWY
apxwv (6nAadn Twv EMOMTIKWY aApXWwV Kol TWV apxwv npootaciog dsdopévwy), 6mou
UTLAPXOUV, O TEPIMTWON ONUAVIIKWY TIEPLOTOTIKWY OOPAAELAG TANPWHWY TOU
OXETI{OVTAL LIE TIC TIAPEXOUEVEG UTINPEGCLEC TTANPWHWV.

S'Ortwc, Kivéuvol mou cuvdéovtal Pe TN Xpnon €dopUoywv TMOAUUECWY, TTPOCHNKWY YLoL TPOYPAUUOTA TIEPLRYNONG,
TAQLOLWVY, EEWTEPLKWY CUVOECUWV K.ATL.
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OL NYN npénet va edpappolovv Sladlkacio yla tn ouvepyaoia He TIC appOSLeg
OLWKTIKEC apXEC Ooov adopd ONUAVIIKA TEPLOTATIKA OOPAAELAG TANPWHWY,
ouunepAapuBavouévwy TwV MapaBLacewv Twv SeSoUEvwy.

OL NYN mou amodéxovtal cUVAANQYEG e KAPTA TPETEL, BAcel cUUBAONG, VA ATTALTOUV
OO TIG ETLXELPNOELG NAEKTPOVIKOU gumopiou mou amobnkevouv, enefepyalovral N
SwaBLBalouv suaicBnta Sedopéva MANPWHUWY VA CUVEPYAIOVTOL OF TIEPLUTTWOELS
ONUOVTLKWY  TIEPLOTATIKWY  AOPAAELDG  TANPWHWY,  CUUTMEPNAUBAVOUEVWY
napaflioswv Sedopévwy, TO00 HE TOUG (BloUg OO0 KAl PE TIG AVTIOTOLXEC SLWKTLKEC
apxéG. Eav évag MYN Stamotwoel OTL o emixeipnon nAektpovikol egpmopiouv Sgv
ouvepyaletal ocludwva HE TA OmaAlToUpeva BAcel Tng oUpBaong, TmpPEmel va AdBeL
HETPO yLo Vol eTIRAAEL TN CUMPBATIKA QUTH UTtOXPEWGN, A va kotayyeilel tn cupBaon.

4. O NYN npénel va edapuolouv PETpa aoddalelag oUpudwva PE TNV avtioTolyn TOALTIKA

aodalelag mou akoAouBoUV MPOKELUEVOU val LETPLALOUV TOUG KLVSUVOUG Ttou evtomilovTal.

To LETPA AUTA TIPETIEL VOl EVOWHATWVYOUV TIOAamAd entineda acdAlelag, oto mAaiolo Twv

omoiwv n amotuxia Hiag YPOUMNAG GUUVOC QVTLUETWIIIETAL and TNV EMOUEVN YPOUUN

apuvag («elg Babog auuva).

4.1

4.2

Katd tov oxedlacuo, tnv avamtuén Kal tn cuvtipnon UTINPECLWY TTANPWHWY LECW
Stadiktuou, ol NYM mpémet va Sivouv L8Laitepn mpocoyr otov EMAPKA SLOXWPLOUO TWV
KaBnkovtwv ota meplBdllovta  texvoloylag tng mAnpodopiag (TN) (my. T
neptBarlovra avamtuéng, SOKIUAC Kal Topaywync) kot otnv opbn sdoppoyn tne
apXNG TWV «EAAXLOTWV MPOVOLLWVY» WG BAon yLa Tn xpnotn Slaxeiplon Tng TautoTNTAC
kat Tng mpdoBaonc’.

OL NYN mpénel va SltabBétouv KatdAAnAeg AUoeLg aodAAELOC yla TV TIpocTacia Twv
SIKTUWVY, TWV SLKTUAKWY TOTIWV, TWV €EUTINPETNTWY Kal TwV {eVEEWV eMkoVwviag amo
TEPLOTATIKA Kataxpnong f and emibéoelg. O MYN mpémel va adalpolv amd Toug
€EUTINPETNTEG OAEC TIG TIEPLTTEC AEITOUPYLEC TIPOKELUEVOU VA TOUG TTPOOTATEUOUV (va
TOUG KABLOTOUV MEPLOCOTEPO AVOEKTIKOUG) KaL va e€aleidouv i va HELWVOUY TA TPWTA
onuela twv edpapuoywv mou Kwwduvelouv. H mpooPfacn péow Twv Sladopwv
ebapuoywv ota amapaitnto Sedopéva Kol TiNYEC TPEmMeL va dlatnpeital oto
amoAUTWG avaykaio eminedo, pe Pdon TNV «opXn TwV €AAXLOTWV TIPOVOULWV».
MPOKELWEVOU VO TIEPLOPLOTEL N XPHON «TMAACTWY» SIKTUAKWY TOTWVY (TTou pLpouvTal
VOULHOoUG Stktuakoug tomoug MYN), ot Siktuokol Tomol cuvaAlaywv Tou TPOohEPouV
UTNPecieg MANPWHWY péow SLadiktuou MpPEMeL va Slabétouy, yla TNV Tautomnoinon
TOUG, TILOTOTIOLNTLKA EKTETAUEVNG ETUKUPWONG Ttou ekdiSovtal oto dvopa tou MYM f va
edapuolouv AAAeg apopoLeg peBoSoug Tautomnoinong.

® Kade TPOYPOUMUA Kol KABe TPOVOULOUXOC XPHOTNG TOU CUCTAMOTOC TIPETIEL VA AELTOUPYEL XPNOLUOTOLWVTAC Ta
eAdxLoTa amapaitnTta mpovopLa Yyl TNV oAokAnpwaon tou €pyou Tou. BAEme Saltzer, J.H. (1974), «Protection and the
Control of Information Sharing in Multics», Communications of the ACM, teuxog 17, apiB. 7, o. 388.
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4.3  OLNYN npémnet va epappolouv KatdAAnAeg Sladikacieg mapakoAolBnong, yvnAaoiag
KOL TEPLOPLOUOU TNG TpooPacng os: i) evaioBnta dedopéva MAnpwUwy, Kal ii)
Kplolwoug AoylkoUG Kkal ¢uaolkoUg Topoug, onw¢ diktua, ocuotnuata, PBaocelg
Sebopévwy, umoouotnuata acpaielag k.Am. Ot NYMN mpémnel va dnuoupyouv, va
amoBnkevouv Kat va avaAlouv KatdAAnAa apxeia kataypadng kot ixvn eAéyxou.

4.4  Katd tov oxeSlaopd’, TNV avamtuén KoL Tn CUVTAPNON UTINPECLWY TANPWHWY HECW
Sadiktvou, ot NMYN mpénel va Staodaiifouvv 6t n ehayiotonoinon Twv SeSopévwv®
ouvlotd ouclwdeg otoleio NG Paclkng AsltoupylkOTnTAg: n  ouAloyn, n
Spopoloynon, n emnefepyacia, n amobikevon kat/f n apxeoBétnon, Kabwg Kot n
OTEKOVION euaioBntwv OSedopévwv TIANPWHWY TPENel va  Slatnpouvtol ota
amoAUTw¢ avaykaia emnineda.

45 Ta pétpa aodAAELOC Yla TIG UMNPECIEG MANPWHWY HECW SLAdIKTUOU TPEMEL va
umoBaAlovtal oe SOKIMEG UTIO TNV emifAedn tng Aettoupyiag Siaxeiplong tou
KWwéUVoU TpoKelévou va SlaohaAiletal N avOEKTIKOTNTA KAl N OTTOTEAECUATIKOTNTA
TouG. OAeg oL alayEG TIPEMEL VoL UTIOKELVTOL O emionun Stadikaoia dlaxelplong Twy
oAAaywv mou va SlachaAilel 6tL ol aAlayeg mpoypappatilovral, urtofaiAovtal oe
SOKLUEC, TEKUNnplwvovTal Kot eykpivovtol &gdviwg. Bdaoel twv oAloywv Tou
TPAYHATOTOLOUVTAL KOl TWV amelAwv yla Thv achAlela ou mapatnpolvial, ot
OOKLUEC TIpEMEL va emavaAopPdvovtal avd TOKTA XPOVIKA OSlaotipato Kol va
niepthapBavouv osvapla cuvadwy Kal yvwotwy ribavwy emibéoswy.

4.6 Ta pétpa aoddAelag tou MYN yla TI§ UMnPeoieg MANPWHUWY HECW SLASLIKTUOU TIPETEL
va  eAéyxovtal TEPLOSIKA vyl va  SlaodaAiletal n  avOekTKOTNTA KAl N
omoteAeopaTkOTNTA TOoug. H uUAomoinon Kot n  Aeltoupyiad TwvV UNNPECLWY
SLOSIKTUOKWY TIANPWHUWY TIPETEL €MioNg va eAéyyovtal. H cuyvotnta Kal n €otiaon
TWV eAéyXwv autwv Tpenel va kabopilovtal AapBavopévwy umodn Twv OXETIKWV
KWOUVWV yla TNV aodalela, Kot va elval avaloyikég mpog autolc. OL EAeyxoL TIPETIEL
va Slevepyolvtal amd afLOmOTOUG Kol AVEEAPTNTOUC EUMELPOYVWILOVESG (ECWTEPLKOUG
N €EWTEPLKOUC), oL omoloL Sev TPEMEL VO CUMUETEXOUV KOTA KOVEVA TPOTO OTNV
avamtuén, thv ebappoyn A TV AToupyLk Sltaxelplon Twv MOPEXOUEVWY UTINPECLWY
TANPWHWY PEow Sladiktuou.

4.7 e kABe mepintwon omnou ot NYN nmpoBaivouv os eEwtepikr avabeon KaBNKOVIWY Tou
odopolv TNV aoPAAEld TWV UTNPECLWY TANPWHWY HEow SLadlkTiou, N OXETIKA
oUpBacon MpEmel va epAapBAveL SLATALELG TTOU VA ATTOLTOUV TH CUMUOPGWON HE TIG
OPXEC KAl TIC KATELBUVTNPLEG YPOUUEG TIOU OpilovTtal OTLG MaPOoUOEC KATEUBUVTNPLEG

YPOHHEG.

7 , . .
Mpootacia TG LBLWTLKOTNTAG EK TOU OXESLAGHOU.

8 . , , . , . . .
H eAlaylotomolnon Twv 6E60UEVWY TAPATEUTIEL OTNV TIOALTLKI) TTOU CUVLOTATAL OTN CUAAOYN TWV EAAXLOTWV OVOYKALWY
T(POOWTTLKWVY OTOLXELWV T OTIOLAL ATALTOUVTAL VLA TNV EKTEAEDN MLag Sedopévng Aettoupylag.
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4.8 OL NYN mou mpoodEpouv UTnpecieg amodoxng cuvoAAaywv He KAPTA TPEMEL BAOEL
oupBaong va amattouV amo TIG EMLXELPNOELG NAEKTPOVIKOU gumopiou mou xetpilovrtal
(6nhadn amoBnkevouv, enefepyalovtal kat StafiBalouv) evaicbnta Sedopéva
TMANPWHWV va epappolouv HETpA 0odAAELAG OTIC UTIOSOMEG TIANPOPOPLIKAG TOUG,
oUpdwva Pe TIG KateuBuvtnpleg Yypappeg 4.1 €wg 4.7, TIPOKELUEVOU VA OTTOTPETIETAL N
KAom} Twv guaiocOnTwv autwyv Sedouévwy TANPWHWY HECW TWV CUCTHUATWY TOUG.
Eav évag NYN Slamiotwoel OTL pla emixeipnon nAektpovikol eumnopiov dev epappolel
ta amopaitnta pétpa achalelag, mPEMeL va AABel pétpa yla va emiBAlel T
cupBatiki auth uTtoxpEwaon, N va Katayyeilel tn cupBaon.

5. O NYN mpénel va edapuolouv dladikaoieg pe tig omoieg va Slaohaiiletal OtL OAeg ol
ouvalhayeg, kaBwg kal n pon enefepyaciag TG nAektpovikng efouclodotnong,
yvhAatouvtal 5€6VIwG.

5.1 Ot NYN npénet va Staodpalilouv OTL N UTINPECLA TOUG EVOWUOTWVEL UNXOVIOMOUG
aodaAelag yla tn Aemtopepn kataypadn tTwv SeSouévwv TwV GUVOAAAYWY KL TWV
NAEKTPOVIKWV €£0UCLOSOTIOEWY, CUUTIEPIAABAVOUEVWY TOU QUEOVTOG apLOpol Twv
ocuvaAlaywyv, xpovoodpayibwv ya ta Oebopéva Twv ocuvoAldaywv, aAlaywv
napapetponoinong, kabwg kot tng mpooPaong ota dedopéva Twv cuvalhaywy Kot
TWV NAEKTPOVIKWYV €€0UCLOSOTHOEWV.

5.2 OLNYN npénel va dtatnpouv apxela kataypadng Ke ta onoia va kabiotatal Suvath n
vnAaoia omoloobnmote mpooBbnkng, aAAaync N Stoypadng twv Sedopévwy Twv
CUVOAAOYWV KOL TWV NAEKTPOVIKWVY EE0UCLOSOTICEWV.

5.3 O NYN mpémnel va avtAoUv Kal va avaAuouv ta 6e6opéva TwV cUVOAAAYWVY KOl TWV
NAEKTpOVIKWY gfouctodotriioewv Kat va Stachadifouv OTL €xouv otn Sdbeor toug
epyaleia yla tnv aflohoynon twv apxeiwv kataypadnc. OL avtiotolxeg epappoyEg
TpENEL va eival Slabéoiueg povo o e€0UCLOSOTNEVO TIPOCWTTLKO.

EWdka pETpa eEAEYXOU Kol aoPAAELOG VIO TLG TTANPWHEG HECW SLaSLKTUOU

6. H tautotnta Twv nelatwv nPEmnel va efakplPwvetal §£0VIwG cUUGWVA E TNV EVPWTAIKNA
vopoBeoia ylo TNV KOTAMOAEUNON TNG VOULMOMolnong €0006wv amod TOPAVOLEC
5pacTNPLOTNTES® KaL VaL EMBEPBALWVETAL N BOUANCH TWV TEAXTWV VAL TIPOPBOUV GE TANPWHES

° MNapadeiypatog xapy, odnyia 2005/60/EK tou Eupwmnaikol KowvoBouAiou kat tou Zuppouliou, tng 26n¢ Oktwppiou
2005, OXETIKA He TNV TPOANYN TNG XPNOLUOTIOINGNG TOU XPNUOTOTILOTWTIKOU GUCTAMOTOC YL T VOULOTtoinon e008wv
and MOPAVOUEG SpaoTNPLOTNTEG Kal TN Xpnuatodotnon tng tpopokpatiag. EE L 309 tng 25.11.2005, 0. 15-36. BAéme
eniong tv oényla 2006/70/EK tng Emitponng, tng 1ng Auyouotou 2006, yia tn B£omion pétpwv ebapUoyns TNG
odnyiag 2005/60/EK tou Eupwmaikol KowoPouliou katl tou ZupBouliou 6cov adopd TOV OPLORO TOU KITOALTLKWE
€KTEDELLEVOU TTIPOOWTTOU» KOLL T TEXVLKA KPLTAPLA YL TNV EPOpUOYH TNG AMAOUCTEUUEVNG SE0UOCAG EMLUEAELAG WG TIPOG
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HEOw OladIKTUOU HE XPNON TWV UMNPECLWV TPV ommd TNV Tapox Mpocfacng oOTLg
umnnpeoieg autég. OL MYM mpémel va TAPEXOUV EMAPKN TPONYOUUEVH, TAKTIKNA 1, KATA
TePIMTWoN €8IKN eVNUEPWON OTOV MEAATN OXETIKA HE TIC OvayKaieg mpolUmoBEaoelg (r.y.
efomAlopog, Sladilkaoleg) yla tnv ektéleon aodpaAwv MPALewv MANPWUNG HECW TOU
S1a8IKTUOU KOBWC KOl OXETIKA LE TOUG EYYEVEIC KLVOUVOUG.

6.1 O NYN npénetl va dtachaiilouv ot éxouv edappootei OAec ot Sladikaoieg S¢ovoag
ETUUEAELOG WG TIPOG TOV TEAATN Kal OTL O TIEAATNG €XEL TTAPAOCXEL €MAPKN Eyypada
tavtdtntac’® kat oxetikés mAnpodopie mpotol xopnynBei oe autdv mpdoPacn oTLC
UTNPEGLEC TANPWHIWY péow SLadiktvou™.

6.2 OLNYN npénel va §1aodalilouv OTL N IPONYOUHEVN EVNUEPWON™ TIOU TIAPEXETOL OTOV
nedatn meplapBavel AemTopépeleg TOU apopoUV ELSIKA TIC UTINPECLEC TTANPWUWV
péow OSladilktiou. It TAnpodopieg auTEG TpEMel va Teplhappavovral, Kotd
nepintwon:

- ocoadeic mMAnpodopieg OXETIKA e TUXOV ATTALTHOELS 000V adopd Tov EOMALOUO, TO
Aoylopko i dAAa amnapaitnta epyadeio mou npénel va Slabétel o meAdtng (.
AOYLOULKO TpooTaciog amno oug, Telxn mpootaciog):

- KateuBbuvtApLEG YPAUMES ya TV opBn Kol acdadr xprnon EATOMIKEUUEVWY
Sdlamoteutnplwv achaieloc:

- avoAutikn meplypadn kabe otadiou tng Stadlkaociag yla Tnv UTIOBOAR Kal TV
£ykplon TPAENG MANPWHAC amd tov mehdtn kaiy/n tn Andn mAnpodoplwv,
OUMMEPAAUPAVOUEVWV TWV CUVETIELWY KABE EVEPYELAG:

- KaTeuBuVTNPLEC YPAUUEG yia TNV opBn kal acdaAn xpnon kAbe UALOULKOU Kal
AoyLlopikoU Tou TtapEXETAL OTOV TEAATN:

- oL dLadikaoieg mou mpémel va akoAouBouvtal og MepiMTwon anwAeLag 1 KAOTAG
TWV ECOTOULKEUUEVWY SLamLoTEUTNPLWY aodAAElOG f} TOU UALOULKOU f ToUu
AoylopkoU Tou TeAATN yla TV £(0060 oTOV SIKTUAKO TOTO N YLa TNV EKTEAEON

MPAEEWV TTANPWUAG:

Tov meAdtn Kot tnv edapuoyr tng e€aipecng o€ MEPUTTWOEL GAOKNONG XPNMATOTILOTWTLKAG SpaoTnpLotntag o€
TepLoTaOLaK 1) TIOAU meploplopévn Baon. EE L 214 tng 4.8.2006, o. 29-34.

10 MNapadeiypartog xaptyv, Stapatrplo, €Bviko Seltio tautoTNTAG N TPONYUEVN NAEKTPOVLKN UTtoypadr).

My saskaoia efakplBwong tng TAUTOTNTAG TOU TEAATN £happoleTal Pe TNV emidUAAEn TUXOV €SAUPECEWY TIOU
npofAEmovtal otnV LoxUouca vouoBeciat yla TNV KATOMOAEUNON TNG VOULUOTOINONG €008wvV amd TAPAVOUES
Spaotnplotntec. Ot MYN dev umoyxpeouvtal va Slevepyolv xwploth Sladikacia e¢akplBwaong tng tauTOTNTAG TOU
TLEAQTN YLA TIG UTINPECLEG TANPWHWVY HECW SLadiktlou, UTIO TV MPoUTOBecn OTL N TAUTOTNTA TOU €V AOYW TIEAATN €XEL
nén e€akplpwoel, m.x. oto mMAaiolo GAAWY UPLOTAPEVWY UTINPECLWV TIOU OXETI{OVTAL HE TTANPWHEG 1 yla TO Avolyua
Aoyaplaopou.
12 , , . . . . . .
H ev AOyw evnuépwon oupmAnpwvel to Aapbpo 42 tng odnyilag ywa TG umnpecieq MANPWUWV OTO oOmoio
npoodlopilovtal oL mMAnpodopieg mou o MY MPEMEL va TTOPEXEL GTOV XPrOTN TNG UTINPECIAG TANPWUWY TPV Ao TN
cuvayn cUUBAONG yLa TNV TTOPOXN UTINPECLWY TANPWHLWV.
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- oL dladkaoieg mou mpEnel va akoAouBoulvtal edv evtomiotel i eyepBel umovola
yla kataxpnon:

- meplypadn Twv opUodIOTATWY Kol Twv guBuvwv tou MYM Kkal Tou TEeAdTN
avTLoToiYWwG 600V adopd Tn XPron TNG UTNPECLOC MANPWHUWY HECW SLadLKTUOU.

OL NYN mpénel va Stacdalilouv otL otn cUUPAOCNH-TTAALCOLO TTOU GUVATITETAL E TOV
niehatn Steukpuviletal ot o MYN propel va avaoteidel TNV eKTEAECN CUYKEKPLUEVNC
MPAENG 1§ TN Xprion Tou pécou TANPWHAG™ yla Adyou¢ acdhdAelac. £Tn ouupoon
Tpénel va poodlopilovral n HEBoSo¢ Kal oL 0pol eldomoinong tou meAdtn Kabwg Kal
0 TPOTOG LE TOV OMOoio 0 MEAATNG UMOopEl va emikowwvel te Tov MY POKELUEVOU O
teleutaiog va ApeL TNV avaoTtoAn €KTEAECNC TNG MPALNG 1 TNG UTNPECLAG TTANPWHNAG
péow Sladiktuou, cupdwva e TRV odnyla yLa TIG UTINPECLEG TANPWHWV.

H évapén mAnpwpwv péow Sladiktuou, KaBwe Kal n mpooPaocn os svaicOnta Sedouéva

TIANPWHWVY, TIPETEL VO TIPOCTATEVETAL LECW TNG LOXUPNE TOTOoMmoinong Twy rtehatwy. Ot NYN

npénel va epapuolouv dladlkacia Loxupng TautTonoinong Twv MeAaTwyv oUPdwva E TOV

OPLOMO TIOU TIAPEXETAL OTLC TTAPOUOEG KOTEUOUVTNPLES YPOUHEG.

7.1

[uetadopd miotwong/nhektpovik eéouolodotnon /nAektpovikd yprua] Ou NYN
TPEMEL va mpofaivouv oe OoXUpA TaUTomoinon Tou TeEAATN yla TNV £yKPLon TwV
MPAfewv TMANPWHNG HEow Oladlktiou Tou TeAdtn (ocupmeplAapPavopévwy
opadonolnuévwy PeTadopwy MIOTWoNG) Kol ylo tThv €kSoon 1 TNV TPOmomnoinon
NAEKTPOVIKWV g€ouclodotnoswv apeong xpéwaong. Qotooo, ot MYN Ba pnopolioav va
e€eTAo0ULV TO VOEXOUEVO BEOTILONG EVOANAKTIKWY LETPWVY TAUTOTOLNCNG TWV TEAATWY
yu:

- efepxOueveg TMANPWUEC Ot £upmiotou StkaloUxoug mou meplAapPdvovtol os
TPOUTIAPXOUCEG AEUKEG ALOTEG YLA TOV GUYKEKPLLEVO TIEAATN:

- mpaelg petatyd dVo Aoyaplaopwv Tou (Slou TeEAdTn TOU Tnpouvtal otov (Slo
nyn-

- uetadopég evtog tou (Sou MYN mou SikatoAoyouvtal Bacel avaAuong tou
KwvdUvou TG cuvaAAayng:

- TMANPWHEG uKpNG atiag, omweg avadépovral otnv odnyla yla TIC UMnpeoieg
TANpwHWv ™,

13 .. . . . . . . ,
BAémne apBpo 55 tng odnylag yla TG UTNPeCieq MANPWHWY, OXETIKA LE TOUG TEPLOPLOKOUG TNG XProNG Tou Héoou

TANPWHWV.

14 BAéne Tov OPLOUO TWV HECWV TIANPWHWVY HLIKPNAG alag oto apbpo 34 mapaypadog 1 kat oto apbpo 53 mapaypadog 1
™G odnylag yLa Tig UTtnPeoieg MANPWHWY.
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Mo tnv anoktnon npocpaong o evaiodnta dedopéva MANPWHWY ) TNV TPOMomnoinon
Tou¢ (oupmepapPBavopévng tng dnuloupyiag Kal Tng Tpomonoinong AeuKkwv ALOTwWV)
ammolTeitOol LOYUPR TAUTOTONCN TOU TeAATn. XTI TEPUTTWOELG Omou é&vag MNYMN
poodEPEL ApULYywWS CUUPBOUAEUTIKEG UTtnpeoieg, xwpic va eudavilovral svaiodnteg
TANpodOpIleG OXETIKA UE TOV MEAATN 1 TIC MANPWUEG, ONMwG Sedopéva KAPTWV
TANPpWHWY, Tou Ba prmopovoov eUKoAO va xpnotpomotnBolv yia va StampayBel
ardtn, o MYN pmopel va mpocapUolel TG AMALTAOEL Tautonoinong pe Paon tnv
aflohoynon tou Kivduvou mou Slevepyel.

[kapTeg] Mo T mPAgelg MANPWUWY e Kapta, OAot ot MYI rou ekSiSouv KAPTEC MPEMEL
va uTtootnpilouv cuoTAUATA LOYXUPKE TAUTOMOINONG Tou KATOXoU TG Kaptag. OAeg oL
KAPTeC TIOU ekSiSovTal MPEMEL VA €lval TEXVIKA £TOLUEG (KATAXWPLOUEVEC) yLa Xpron
pe dladikaoia Loyupng Tautonoinong.

[kapteg] OL NYM mou mapéxouv UTNpecieg anodoxng cuvaAlaywy e KAPTO TPETEL Val
urnootnpilouv texvoloyleg mou emitpénouv otov ekdOtn va edapudlel Stodikaoia
LOXUPNG TOUTOTOLNONG TOU KOTOXOU TNG KAPTOG YLa TOL OXAHOTA KAPTWV oTa omoia
OUMUETEXEL O OTOSEKTNG.

[kapteg] OL NYMN mou mpoodEpouv UTNPECieg amodoxrG cuvaAlaywy PE KAPTA TIPETEL
VO aIaLTtoUV amo TIG ETUXELPNOELS NAEKTPOVIKOU epmoplou va umootnpilouv AUCELS
TIOU ETUTPEMOUV OToV €KkdOTN va Slevepyel Loxupr TOUTOMOLNON TOU KATOXOU TNG
KAPTAG yla CUVOAAOYEC He KApta péow tou Sladiktuou. To evdexduevo xpnong
EVOANOKTLKWV PETPWV TauTomoinong Ba pnopoloe va e€eTaoTel yla TPoKaBopLOUEVEG
Katnyopieg ouvallaywv xapnAou kwéuvou, m.x. Bdcel avaluong tou KwdUvou Tng
ouvaAAaync, A yla mPatelc mou adopolv MANPWUEG UKPNG aflag, Omwe avadépeTal
oTnNV 0dnyla yLa Tig untnpeoieg MANPWHUWV.

[kapteg] Mo ta oxNUOTO KOPTWVY TANPWHWY Ttou SEXETAL N UTnpeoia, oL mdapoyol
«AUoEWV MOPTOPOALOU» TIPETIEL VAL OTTALTOUV LOXUPH TAUTOMOLNON TOU TEAQTN Ao Tov
€Kk&OTN OTAV O VOULLOG KATOXOG Katoxwpiletl yla mpwtn $dopd To OTOLXELD TNG KAPTOC.

OL mapoyxol «A0cswv ToptodoAloU» TIPEMEL va uTtootnpilouv Tig dtadlkaaoieg Loxupng
TOUTOMOINONG TOU TIEAATN OTAV OL TIEAATEG ELOEPYOVTAL OTOUC SLKTUAKOUC TOTIOUC TWV
UTINPECLWV TIANPWHWV HECW AUGEwV moptodoAlol 1 mpoPaivouv oe cuvallayEg Ue
KApTO HEOW TOU Oladiktuou. To evdexOuevo XpNong &VOAAQKTIKWY HETPWVY
tavtonoinong Ba umopolos vo efetaoctel yla TTPOKABOPLOPEVEG  KATnyopieg
ouvallaywv xapnAou kwdivou, T.y. Baoel avadAuaong tou KvdUvou tng cuvaAlayng, f
yla pagelg mou adopolv MANPWHEG UKPAC aflag, Omwe avadEpetal otnv odnyia yla
TIG UTtNPECLeC MANPWHUWV.
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7.8  [kapteg] Ma Tig AUAEG KAPTEG, N APXLKN KATOXWPLON TIPETEL VO TIPOYLLOTOTOLELTOL OF
aopolég Kat afldmioto meptBdov’®. H oxupr Tautonoinon tou meAdtn mpémel va
glval umoypewtikn ya tn Stadikacio Snuloupylog Twv oTolXelwv TN AUANG KAPTAC
£av n kapta ekdidetal oe Sladlktuakd meplBaiiov.

7.9 OLNYN npénet va dtaopaiilovv tn S€ouoa SLUEPH TOUTOMOINON KOTA TNV EMLKOWVWVIA
TOUG HE ETUXELPNOELC NAEKTPOVIKOU EUMOPIOU ylo TOUG OKOmoUG TG Evapéng
TANPWHWY PECW SLadIKTUOU Kal TNG tpooPacng os evaioBnta SeSouéva MANPWHWV.

8.  OLNYN npénet va dtaohaiilouv OTL N eyypadr) Tou eEAATN o€ epyaAeia Tautonoinong, Kot n
QpXLKN TTapoxn Twv gpyaleiwv auTwy, Ta omola amaltouvTal yLa Tt Xpron tg unnpeociag
TANPWHWY HEOW Sadiktuou katl/f n mopddoon AOYLOULKOU OXETIKOU HE TG TIANPWHES
oTouC TteAdteg dleayetal e aopaAr TPOTO.

8.1 H eyypadn oe epyaleia tavtonoinong Kot/ AOYLOUIKO OXETIKO LE TLG TTANPWHUEC TIOU
napadidovtal oTov MEAATN KAl N TAPOoXH QUTWV TIPETEL va TTANPOUV TIG aKOAOUBEC
npolmnoBaosLc.

- 0L oxetikég Sladikaoieg mpémel va Slevepyolvtal o aopoAEG Kol OELOTILOTO
neptBarlov, AapBavopévwy tautdxpova umoPn twv TBavwy KwdUvVwv Tou
QIOPPEOUV QTG CUCKEUVEC TIOU &V UTTOKELVTOL OTOV £Aeyxo tou MY,

- Npémnel va edpappolovral anmoTeEAEOUATIKEG Kal acodadelg Sladlkaoieg yla thv
napddoon eEQTOUKEUUEVWY Slamoteutnplwv aodAAeLlag, Tou AOYLOULKOU TIOU
OXETIleTal HE TIGC TMANPWHEG Kol OAWV TWV EEATOULIKEUUEVWY CUCKEUWV TIOU
oxetilovtal pe TIG MANPWHEG MEoWw Sladilktuou. To AOYLOUIKO Tou Ttapadidetal
pHéow Tou Sladiktuou mpénel eniong va pépet TNV Yndlakn uvmoypacdn tou MNYN
woTte va mapéxetal n duvatotnto otov MeAATN va eEakpLBWVEL T yvnoloTnTA Kot
OTL 6ev €xeL maparmotnBeL.

- [kapteg] Ma cuvaAlayég e KAPTA, 0 TEAATNG TIPETMEL VoL £XEL ThV duvatdtnTa va
eyypadel yla woxupn toutomoinon aveaptATWC ULOG CUYKEKPLUEVNC OYOPOAC
péow  OlablkTUOU. T TEPUTIWOEL OmMou TpoodEpetal  duvatotnta
gvepyormoinong oto TmAaiclo ayopwv MEOWw Sladlktuou, auth TIPETEL va

15 . . . , . , . .

MNeptBaMovta und tnv guBuvn tou MYM, oto mMAaiowo Twv onolwv géacdalilovtal n €nNAPKAG TAUTOTIONON TOU
meAdtn kat tou MY mou mpoodEpel TNV UTnpecia Kol N MPOOoTAcia TwV EUMLOTEVTIKWY/svaiodntwy mAnpodopLwy,
elval ta €€Ac: i) oL eykataotdoelg tou MYM- ii) SIKTUAKOG TOMOC EKTEAEONG TPATIE(KWY EPYACLWV HEOW SLaSLKTUOU N
GA\oC aodalng SKTuaKOG TOMOG, T.X. OTnV Teplmtwon Omou n apx OlakuBEpvnong TPoodEpel mapopoLa
XOPOKTNPLOTIKA aohAAELNG, LETAED GAAWY, OTIWG AUTA Tou opilovtal otnv Kateubuvtnpla ypauun 4- n iii) unnpeoieg
QUTOHATWY TAPELOAOYLOTIKWY unxavwv (ATM). (Ztnv nepintwon twv ATM, amatteital loxupr Tautonoinan tou mehdtn.
Autl ouviBwG TIPAYUATOTOLEITOL MECW  MIKPOETMEEEPYAOTH] KOl TPOOWTLKOU  KwSLKOU avayvwplong, n
ULKPOETEEEPYAOT KAL BLOUETPLKWY OTOLXELWV).
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TPAYUOTOTOLE(TAL He avakateUBuvon tou meldtn oe aopoAég Kal aLomioto
nepLBaAlov.

8.2 [kaptec] O ekdOTEC MpEMEL va evBappUVOUV eVEPYA TNV gyypadn TOU KATOXOU TNG
KAPTAG YL LOXUPH TAUTOTOINON KoL VO EMLTPEMOUV OTOUG KOTOXOUG KAPTAG va
TLOPOKAUTITOUV TNV gyypadr LOVO OE MEPLOPLOUEVO apLBUO €EQLPETIKWY TIEPLITTWOEWV
ormou autod Sikaloloysital amd Tov KIvOUVO TIOU GCUVOEETOL HE TN OUYKEKPLUEVN
ouvaAAayn Le KapTa.

9. OLNYN npénet va nteplopilouv Tov aplBuo Twv mpoonabslwv cuvdeong 1 Tautomoinong, va
0pllouv KAVOVEG yLa TO XPOVLKO Oplo CUVOEGCNC OTIG UTINPEC(EC TANPWHWY HECW SLadIKTUOU
KoL vaL BETOUV XPOVIKA Opla yLa T SLapKeLa LoxUog TNG TauTomolnong.

9.1 Otav xpnolgomoleltal KwSLKOC avayvwplong HLog Xprnong ylo Toug okKomoUG TNG
tavtonoinong, ot NYN mpénel va dtachaiilouv OtL n mepiodog LoxUoC Twv eV AOyw
KWSLKWV avayvwpLong mepLopiletal auotnpd oTo EAAXLOTO avaykaio.

9.2 OLNYN npémnet va opilouv ToV UEYLOTO aPLOUO AMOTUXNUEVWY TTPOOTIOOELWVY ELGOSOU 1)
Tautonoinong, HUETA Tov omoio n mpocoPacn OtV UMNPEcio TMANPWHWY UECW
Sladiktiou avaoTtéAAeTal (Mpoowplvd | povipa). Mpemel va epapuolovv acdhain
Sladlkaoila yl TNV €K VEOU EVEPYOTOLNGN TWV UTNPECLWYV TANPWHWY HECW
SLad1kTUoU TToU £X0UV aVaoTaAEL.

9.3 OL NYN mpénel va opilouv Tn HEYLOTN XPOVLKN TEPLoS0 HETA TO MEPAC TNG Omolag ot
obpoaveil¢ ouVOEOEL; OTIC UMNPECieg MANPWHWY HEOow Sladlktuou teppatilovral
OQUTOMATWG.

10. Ou unyaviopol mapakohoUBnong Twv cuvallaywv Tou £xouv oxedlaotel yia thv mpoAndn,
TOV EVTOTILOUO KOL TNV OVOOTOAN €KTEAECNC TOPAVOUWY TPAEEWV TANPWHNG TIPETEL val
TiBevtal oe Asttoupylia mpLv amo tnv tehikn €ykplon tou MYM- cuvaAlayég mou Bswpolvtal
umomteg | uPnAol KwvdUvou TPEMeL va umokelvtal oe €18k Sladikacia eAéyyou kat
afloAoynong. looduvapol pnxaviopoi mapakoAouBbnong tng acdAAelOg Kol €yKpLoNng
TPEMEL VA epapuolovtal Kat Yl TNV €KSoon NAEKTPOVIKWVY £E0UGLOSOTHCEWV.

10.1 Ou NYN mpémeL va XpnOoLUOTIoLoUV CUCTAUATA aViXveuong Kal mpoAndng tng amatng
yla TOV EVTOTILOUO UTIOTMTWY CUVOAAQYWV TIPLV OO TNV TEALKN £YKPLON TWV MPALEWVY N
TwV NAekTpovikwv gfouatodotrioewv amo tov NYM. Ta cuoTAUATA AUTA TPEMEL va
Baoilovtal, yla mapadelyua, o€ MOPAUETPOTOLNUEVOUC KAVOVEG (OTIWG LAUPEG AlOTEG
LE oOTOlElo KOpTWV ToU €xouv dlappelosl N KAamel) kol va TmapakoAouBouv
aouvnoblota MPOTUTIAL CUUTEPLPOPAG TOU TEAATN 1 TNG OUOKEUNG TpocBaong Tou

17



TEAIKEZ KATEYOYNTHPIEZ TPAMMEZ ZXETIKA ME THN AZDAAEIA TON NAHPOMOQON MEZQ AIAAIKTYOY

EUROPEAN
BANKING

neAdtn (6mwg oMayr g SteUBuvong mpwtokdAhou iviepvet (StevBuvon IP)™ R

neploxng dteuBuvoswv IP katd tn Slapkela TG cUVEEONG OTNV UTINPECLO TTANPWUWV
péow Sladiktuou, n omoia eviote evromileTal PEOW EAEYXWV YL TOV EVIOTILOUO TNG
yewypadic Oéong tng Sevbuvong IP, Y acuvABelg katnyopieg emixelpricewv
NAEKTPOVIKOU €UTOpiOU ylo €vav OUYKEKPLUUEVO TteAdtn f acuvnBilota Sedopéva
ouvalhaywv K.AT.). Ta CUCTAUOTO OUTA TIPETEL £TTiONG va elval og B€on va evtomnilouv
evbeilelc mpooPBoAng amod KakoBouAo AoyLOpLKO Katd Tn SldpKela tng cuvdeong (rLy.
oavayvwplon UmoBoAnG oToleiwv Léow autopatng S€oung evtoAwv (script) avti ano
avOpwro) Kol yvwotwv oevapiwv amdtng. H €ktaon, n moAumAokOtnta Kal n
SuvaTotnTa MPOCAPHUOYNG TwV AUCEWV TTapaKoAoUBNONG TIPETEL Va elval avAAOYeG e
1O amotéAeopa tne a€loAdynong Tou KvEUVoU KoL TRUTOXPOVA VO CUUOPdWVOVTAL e
TN OXETKN VopoBeaoia yla tnv mpootacio Twv dedopévwy.

10.2 O NMYN mou amod&xovtal UNMNPEcieg cUVOANAYWY HE KAPTA TPEMEL va epapuolouv
CUOTAUATA EVIOTIOMOU Kol TPOANYNG TNG OMATNC TPOKELUEVOU VoL TtapoKoAouBouv
TIG 5PACTNPLOTNTES TWV ETIXELPNOEWV NAEKTPOVLKOU EUTIOPLOU.

10.3 Ou NYN npénel va dte€ayouv omotadnmote Stadikacio eAéyxou Kol afloAdynong tng
oUVOAAOYAC EVTOC eUAOYOU XPOoVIKOU SLOCTHATOC, TIPOKELUEVOU va NV koBuotepoly
adikatoAoynta tnv evapén kai/f tnv eKTEAECH TNG OXETIKNG UTINPEGIOG MANPWHNG.

10.4 ZTi¢ mepuTTWOELG O0mou o MYN, cuudwva pe TNV MOALTIKN KvdUvou Tou akoAoubBkl,
anodoaoilel TNV 0vaoToAn KTEAEONC ULOG TIPAENS TTANPWLNG N OTtola £XEL EVTOTILOTEL
w¢ TuBavwg mapavopn, o MYN mpénel va SlatnproeL Tnv avaoTtoAn yla 6oo To duvatdv
CUVTOHOTEPO XPOVIKO SLAOTNUA LEXPLS OTOU eMAUBOUY Ta {nTrpata achaAELaq.

11. Ta svailoBnta SeSopéva TMANPWUWY TIPEMEL VO TIPOOTATEVOVTAL KOTA TNV amoBbrkeuan, TV
enefepyaoia n tn daBifaon touc.

11.1 OAa ta Sebopéva MOV XPNOLUOTIOLOUVTAL Yla TNV OvVayvweLon KOl TNV TauTonoinon
Twv neAatwy (M.X. KaTd TNV €l0odo, katd tnv £vapén mMAnpwung péow Sadlktuou,
KoBw¢ kol katd Ttnv £€kdoon, Tpomomoinon N aklPWon  NAEKTPOVIKWV
efouolodotnoewy), onwcg emniong kat n Stemadn tou nehdtn (Siktuakdg tomog MYM R
emxeipnong nAektpovikol eumopiov) mpénel va mpootatelovtal Se6vtwe and KAom,
un e€ovolodotnuévn mpooBaocn f Tpomonoinon.

11.2 Ou NYN mpémnetl va Staohoaiilouv ot dtav avtaldooovtol suaiodnta Ssdopéva
MANPWHWY  HEow Tou  Slabiktiou, edapuoletal  achoAng  SLOTEPUATIKN

16 . , . . . . , . . .
H &ievBuvon IP eival évag povadlkog aplOuntikdg KwdLlkOg Tou avtiotolxel oe kABe umoAoylot mou eivat
ouvdedepévog oto Sladiktuo.

17 . . . . . “ » . . , .
Me évav €Aleyxo yewypadlkou evtomiopol StevBuvong “Geo-IP” efakplwvetal katd moéoov n xwpo €kdoong
avtiotolxet otn StevBuvon IP amo Tnv omola 0 XpHoTng ETMXELPEL TN cuvaAlayn).
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kpurttoypddnon ® petafl Twv HeEPWY TIOU ETKOWWVOUV KaB' OAn TN SLAPKEL TNG
ouvdeon g, TTPOKELUEVOU va SLaoPaAilovTal N EUTILOTEUTIKOTNTA KAl N OKEPALOTNTA TWV
6ebopévwy, UE TN XPNHON LWOXUPWV KOL EUPEWC OVAYVWPLOUEVWY TEXVIKWV
Kpumtoypadnong.

11.3 O NYN mou mpoodEpouv UMnpecieg amodoxng cuvaAlaywv LE KAPTA TIPEMEL va
evOappUVOULV TIG ETILXELPAOELC NAEKTPOVIKOU E€UMOPlOU va. NV amodnkevouv tuxov
gvaiodnta Sedopéva MANPWHWY. ITNV TEPUMTWON TIOU ETUXELPAOELG NAEKTPOVIKOU
eumopiov  Staxetpifovral, &nAhadn amobnkelouv, enefepydlovralr n Swapipalouv
svaiodnta Sedopéva TANPpwWUWY, ol ev Adyw MYMN mpémet Bdosl ovuBoong va
QmalToUV Omd TIG EMUXELPAOEL QUTEGC va edapuolouv Ta amopaitnta UETpA
npootaciog Twv dedopévwy autwv. OL NYI mpénel va SlevepyoUV TAKTIKOUC EAEYXOUC
Kol gav évag MYMN Swamotwoel OTL emixeipnon NAEKTPOVIKOU €UmMopiou n omoia
Slaxelpiletal evaiobnta deSopéva MANPWHWY Sev epapUOleL TA AMALTOUUEVA PLETPA
ooddalelag, mpémel vo mpoPel oe evépyeleg ylo TRV €MIPOAR TNC CUMPBOTIKNAG QUTAG
UTIOXPEWONG 1 va KatayyelAel tn cUuPBaocn.

%o 0po¢ «SlatepUATIK KpuTttoypddnon» avadEpetal oTnv Kpumtoypddnon Tou TPAyUATOTMOLETAL EVTOG | OTO
TEPUATIKO CUOTNUA TIPOEAEUGONG, ME TNV OVTIOTOLXN QTOKPUTTTOYPAdNon Vo TPAYHATOMOLE(TOL MOVO EVTOG 1| OTO
TEPUATLKO cUOTNUA TtpoopLopou. ETSI EN 302 109 V1.1.1. (2003-06).
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EvaiwoOntomnoinon, eknaidsuon Kot EMKOWVWVIA LE TOUG TTEAATEG

12. OLNYN npénel va apgxouv BonBela kat kaBodrnynon oToug MeEAATEC, OTIOU amalteital, 6cov
adopad TNV achaAn xprion Twv UTINPECLWV MANPWHWV Héow Stadiktuou. OL MYN npénel va
ETUKOLVWVOUV HE TOUG TIEAATEC TOUC LIE TETOLO TPOTIO WOTE vVa Toug Stafefalwvouv we mpog
TN YVNoLOTNTA TWV UNVUUATWY TIou AdpBavouv.

12.1 Ot NYN mpénet va mapéxouv Ttouldxlotov €vav aocdpodr Siaulo * cuveyolc
ETUKOLVWVIAC E TOUG TTEAATEG OXETIKA E TNV 0pBN Kal aodaln xprion Tng unnpeoiag
TANPWHWY HEow Sladiktuou. Ot MYMN TPEMEL va EVNUEPWVOUV TOUG TIEAATEC YLOL TOV
SlauAo autov kal va g€nyouv OTL KABe PAVUUA TIOU OMOCTEAAETOL € OVOUATOC TOU
MYN pe omolodnmote GAAO HECO, OMWG LE UAVUHA NAEKTPOVIKOU Taxudpoueiou, To
omolo adopd tnv 0pbN koL achaAr xprnon ING UMnpeciag TMANPWHWY HECW
Sladiktbou, Sev eivat afomioto. O MYN npgnel va e€nyet:

- 1n Swadikacio mou mpeénel va akoAouBoUv oL MeAATEG yla va avadEépouv oTov
MYN (umdvoleg yla) MOPAVOUEG TANPWUEG, UTIONTO TEPLOTATIKA I QVWUOALEG
KaTA TN SLdpKELD TNG CUVEEDNG OTLC UTINPECIEC TANPWHWY HEow Tou Sladiktuou
kat/r TOAVEC MOTIELPES “KOWWVLKAC UNXAVIKAS” .

- TO enMopeva Bruata, SnAadn tov TPomo He Tov omolo o NYM Ba amavinoesl otov
neAatn:

- Tov TPOMo He Tov omolo o NYM Ba evnUePWOEL TOV TIEAATN OXETIKA UE (TBaveg)
TapAvopeg cUVOANAYEC N TN amotuyia évapEng toug, 1 Ba mposldomnoliosL Tov
TEAQTN OXETIKA PE TNV ekONAwon emiBéoewy (m.X. NAEKTPOVIKO «PApERA» LE
NV pato NAEKTpoVIKoU Taxudpopeiou).

12.2 Méow tou aodalrol¢ StavAou, o MYM mpémel va tnpel Toug MEAATEG EVALEPOUC
OXETIKA HE EVNUEPWOEL TwV Slodlkaowwv achdAelag 6cov adopd TIC UTNPECIES
TMANPWHWY HEOW OLaSIKTUOU. TuxOV TPOELSOTIOINCEL OXETIKA HE ONUOVILKOUG
ovaduopevoug Kivduvoug (m.X. TPOELSOTIOLNOELC OXETIKA UE XPAON «KOLWWVIKNG
HUNXAVIKACY») TPEMEL emiong va tapéxovtal HEow Tou acodaiolg Stavlou.

12.3 OLNYN npénel va mapEXOUV UTNPECLEG EEUTNPETNONG TIEAQTWY YLA OAQ TOL EPWTNUATA,
TO TTAPATOVA, TA OLTAMOTA UTOOTAPLENG KOl T YVWOTOTOLNOELC Ylo OVWHAALEG 1)
TEPLOTATIKA TIOU adopolV UTNPECIEC MANPWHWY HEow SLadiktiou Kal cuvadeic

19 'Onwg pLa etdikn nAektpovikn taxudpoptkn Bupida otov Siktuako tomo tou NYN A évag aodaAng SIKTUAKOC TOTOC.

2% \e tov 0PO KKOLWVWVLKI HNXOVLIKA» OTO TAQLOLO aUTO VOOUVTAL TEXVIKEG XELPOYWYNONG TIPOCWTTWVY YLA. TNV ATIOCTIO0N
TANPodOoPLWV (T.X. HECW UNVUUOTOC NAEKTPOVLKOU TaxUSpoUEiou i TNAEDWVIKWY KANOEWV) 1 TEXVIKEG CUYKEVTPWONC
mAnpodopLwyv and HEGA KOWWVIKNG SIKTUWoNG, ya okomoUg Stampagng andatng n e€aoddaiiong un e€ovclodotnuévng
npooPaong og umoAoyloth 1| Siktuo.
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UTINPEGLEC, KOl OL TIEAATEG TIPETEL VA EVNILEPWVOVTAL ETIOPKWE OXETIKA LIE TOV TPOTIO UE
Tov omnoio prmopouv va AdPBouv tEétolou £idouc BonBela.

12.4 Ou NYN mpénel va Slopyavwvouv mpoypappata eknaldeuong Kal evalcbntomnoinong
TWV TEAOTWV TIPOKELUEVOU va Slaodpaiilouv OTL oL MEAATEG KATAVOOUV, TOUAAXLOTOV,
TNV avaykn:

- mpootaciog Twv KwSIKWYV mpooBacng, TwV CUCKELWV Tapaywyng mpoobetou
KwOIKkoU aodAAELNG, TWV TIPOCWIIKWY OTOXElwY Kal GAAWV EUTILOTEUTIKWY
Sedopévwv:

- opBng Sloxeiplong tng aodpAlElag TWV TPOCWTILKWY TOUC CUCKEUWV (T.X. TOU
UTIOAOYLOTH), HECW TNG EYKATAOTAONG KOL TNG EVNUEPWONG TWV OToLKElwv
aodalelag (Aoylopka mpootoociag amd ol¢, Teixn mpootooiag, eVNUEPWOELS
aodalelag)-

- €f€TaonG TwV ONUOVIKWY amell\wv Kol KvdUvwv mou cuvdéovtal He Tn ARYn
Aoylopikol péow tou Stadilktiou edv o ehdtng dev pmopel va eival BEBatog os
g€UAoyo BaBuS OTL TO AOYLOLKO €lval yvroLlo Kal OTL Sev €XeL maparolnOet:

- XpPNong Tou yvnolou SIKTuakoU TOou TMANpwHwWY PEow Stadiktuou tou MYM.

12.5 OL NYMN nou amodéxovtal cUVOANAYEC LE KAPTA TIPETIEL VA OITALTOUV QIO ETILXELPFOELC
NAEKTPOVIKOU eumopiou to cadn Sloxwplopo tng Stadikaociag MANPWUAC amd To
TEPBAANOV TOU NAEKTPOVLKOU KOTOOTHMOTOG TIPOKELUEVOU Vo SLEUKOAUVOUV TOUG
TeAATEG va avayvwpilouv MOTe eMKOWWVOUV e tov MYN Kal oxL pe tov Sikalolxo
MANPWHUAG (T.X. HE avakatelBuvon Tou TEAATN KAl AvOlyHd XwpLloTtou mapablpou
wote n Swadkaocia MANPwWUNAG va pnv epdaviletal oe €va MAALCLO €vIOC TNG
LotoosAidag NG emxelpnong NAEKTPOVLKOU gumopiou).

13. Ou NYN mpénet va kaBopilouv Opla yla TIC UThpeoieg MANPWHWY HECW SLadlkTuou Kol
UTtopoUV va TIAPEXOUV OTOUG MIEAATES TOUG ETIAOYEC VLA TIEPALTEPW TIEPLOPLOLO TOU KIVEUVOU
EVTOC TwV oplwv autwv. MmopouUv emiong va mapEXouv umnpecieg mposldomoinong kat
Slaxeiplong tou mpodik mehatwy.

13.1 Mpw amd TNV MOAPOXN UNMNPECLWY TANPWHWY PEow Sladilktuou ot meAdteg, ot MYN
npéneL va Bétouv 6pta’’ ou Ba LXYoUY yla TLG UTINPECLEG QUTEC (TL.Y. HEYLOTO TTOGO
yla KAOe eMPEPOUC MANPWHN ) CUYKEVTPWTLKO TIOCO YLOL LILO. CUYKEKPLUEVN XPOVIKH
TePlob0) Kal TPEMEL VA EVNUEPWVOUV OXETLKA TOUC TEAATEG Toug. Ou NYM mpémel va

21 . C . , . . . , . . .
Ta Opla autd TPEMEL va LoxUouV €lte KaBOALKA (SnAadh yla OAa ta PECA TANPWHAG TIOU TAPEXOUV duvatotnta
TANPWHWV HECW SLadIKTUOU) €lTE LEPOVWHEVA.

21



TEAIKEZ KATEYOYNTHPIEZ TPAMMEZ ZXETIKA ME THN AZDAAEIA TON NAHPOMOQON MEZQ AIAAIKTYOY

EUROPEAN
BANKING

AUTHORITY

TIAPEXOUV OTOUG TTEAATEG T SuvaTOTNTA AMEVEPYOTOLNGNG TNG Asttoupylag MANPWUNAC
péow Stadiktuou.

14. OuNYN mpémel va enBeBalwvouv 0TouG TEAATEG TOUG TNV €vapén TN MANPWHING KoL VA TOUG

TIPEXOUV EYKALPWE TLG amapaitnTteg mAnpodopieg Wote va EAEyyouv tnv opbn évapén kai/n
EKTEAEON TNC TPAENG TANPWHNC.

141

14.2

[ueTadopd nmictwong/nhektpovikn e€ouolodotnon] Ot MY MpEmEL va MAPEXOUV OTOUG
TMEAATEG TN SUVATOTNTA VA EAEYXOUV TNV KOTAOTAON TNG EKTEAECNG TWV TIPAEEWY OF
OXe8OV TPAYHOTIKO XPOVO, KOBWE KAt TA UTIOAOUTO AOYOPLACHWY ovd Ttdoa oTypr?
o€ éva aodal£g Kat aflomioto meplBAaiiov.

Omnolodnmnote AEMTOUEPEG NAEKTPOVLKO TTAPACTATIKO TMPEMEL va kabiotatal Stabéoipo
oe aodalég kat aflomoto mepBariov. Otav ot MYMN evnUeEPWVOUV TOUG TIEAATES
OXETIKA HE TN SLaBeoLUOTNTA NAEKTPOVIKWY TOPOOTATIKWY (TL.X. OVA TAKTA XPOVLKA
Slootrpata, otav ekSiSeTaL MeEPLOSIKO NAEKTPOVIKO avtiypado kivnhong Aoyaplacpou,
1 KATd epinmtwon HeTA TNV eKTEAEON HLag TTPAEng) Héow evaAlaktikol StalAou, Omwe
pEow SMS, unvopotog nAektpovikoU toxubpopeiou 1 emotoAng, Ta svaicbnta
Sebopéva mMAnpwung Sev MPEMeL va epAapBAvVOVTAL OTNY EMKOWVWVIO AUTA 1), Qv
niepthappavovtal, mpénet va epdavilovtol CUYKOAUPUEVA.

2 Me €€0PEDN EKTOKTEG MEPUTTWOELG MN SLaBeopudTNTAG TNG UNNPESLAG AUTAG Yl AOYouG TEXVLKNG ouvTHpnong, n
AOYW coBOpWY MEPLOTATLKWV.
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Noapaptnua 1: Napadeiypato BEATIOTWY TTPOAKTIKWVY

Mépav TwWV QMATACEWV TIOU 0opLlovTal aVWTEPW, OTI( TAPOUCEC KATEUBUVTINAPLEG YPOAUUES
eplypAdovtal OpLOUEVEC BEATIOTEG TTPAKTIKEC TIG OTtoileg ot MYM Kal oL OXETIKOL CUUUETEXOVTEG
™G ayopag evBappuvovtal, oAAd Sev umoxpeouvtal, va uloBetioouv. MNpo¢ SleukoAuvaon, ta
kedbalala ota onola epapuolovral oL ev AOyw BEATLOTEG TIPOKTLKEG avadEpovTal pnTd.

Feviko neppaAdov eAéyxou kot aodaAelog

BM 1:

BN 2:

BI 3:

H moAttikn achaAelog umopet va kataypadetal o 161KO £yypado.

Ot NYMN pmopolv va mapéxouv epyoleia aoddAelag (m.x. oUOKeLEC Kal/n sdIkd
TIPOCOPUOCHUEVA TIPOYPAUMATA TEPLAYNONG, TOU Tpootatevovtal SedvItwg) yla tnv
TpooTAcia TNG SLlEMAdNG e TOV TTEAATN QIO MOPAVOUN XPHon N emBEoelg (T.X. emBEoELg
TUToU «man in the browser»).

Ou NYN mou mpoodépouv uTnpecieg amodoxng ouvoAAaywv HE KAPTA WMOPOUV va
omaltouv  Bdcel oUPPaong amd TIC EMLXELPNOEL NAEKTPOVIKOU €UTIOplOU  TIOU
amoBnkelouv MANPodopleg OXETIKA HE MANPWHEG va eDapUOloUV eMAPKELG SLadLKAOLES
ylo TNV UTooTAPLEN TNG LXVNAQOLLOTNTAG.

Eldka pétpa eAEyxou Kol aopAAeLag yLo TLG MANPWHEG HECW SLadLKTUOU

B 4:

BN 5:

Bl 6:

BN 7:

O meAdtng umopel va ocuvamntel €181k oUUBACN TTAPOXNG UTNPECLWY YLo TNV EKTEAEON
MPAgewv MANPWHUNAG HEow Sladiktlou, avti va eplapBAavovtal ol OpoL YL TIG UTNPEGCLEG
QUTEC 0€ eVPUTEPN CUUBAGCT TTAPOXNG YEVLIKWV UTINPECLWY TIOU CUVATTTETAL Ue Tov NY.

OL NYN pmopouv emiong va LEPLUVOUV YLa TNV TIAPOXH OTOUG MEAATEG, € cuvexn Baon N,
omou edapudletal, Katd Teplmtwon Kol He KOTAAnAa péoa (rmX. ¢uAladia,
LotooeAideg), cadwv Kal KatavonTwv odnylwv oto MAaiclo Twv onoilwv enefnyolvtal ot
guBUvec Toug yLla TV alodaln xprion Tng unlnpeoiag.

[kapTeg] OL emuyelPOELC NAEKTPOVIKOU €UMOPILOU UImopoUV va umootnpilouv tnv Loxupn
TOUTOTIOLNGN TOU KOTOXOU TNG KAPTAG OO TOV €KOOTN 0 CUVOAAQYEC LE KAPTO LECW TOU
Stadiktuou.

Mo toug okomoUg TNG SleukoAuvong Twv TieAatwy, ol MNYM pmopouv va e€eTdoouv To
evbeXOUEVO XProNg VoG eviaiou gpyalelou LOXUPNE TAUTOTOINONG TOU TEAATN yla OAEC
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TIC UTtNPEoieg MANpwUWY pPEow Sladiktuou. Auto Ba pmopolos va augnosl tnv anodoxn
™G AUoNC amo Toug MEAATEG Kal va SLeUKOAUVEL TV opBn xpron.

H woxupn tautomoinon tou meAdtn pmopei va meplAapBAveL oTtolxeia mou cuvdEouv thv
TOUTOTIOINGCN HE EVA GUYKEKPLUEVO TIOCO KOL EVAV CUYKEKPLUEVO SLKALOUXO TANPWHNAG.
AuTO Ba pmopouoe va TIAPACYEL OTOUG MEAATEG auEnUEVn BeBaldTnTa KATA TNV €YKPLoNn
TMAnpwuwv. H texvoloytk Abon mou SleukoAUvel tn olvEeon Twv Se80UEVWV LOXUPNG
Tautonoinong pe ta Oebopéva TwV CUVOANQYWV TIPETEL val €lval avBekTiky otnv
napamnoinon.

ElvalL emBupuntd ol emixelpnoelg nAektpovikol eumopiouv mou xelpilovtal evaicBbnta
Sebopéva MANPWHWVY va ekmatdgUouV KATAAANAWCE TO TIPOCWTILKO TOUG TIOU ival aplodlo
yla TN SLOXELPLON TIEPLOTATIKWY ATATNG KAl VA EMLKALPOTOLOUV TNV eKMaideuon autn
TOKTIKA, WOoTe va SLoopaAileTal OTL TO MEPLEXOUEVO VA AVTOTIOKPIVETAL 0 €val SUVAULKO
niepBarlov achaAeLog.

Eival emBupnto ot MYN mou npoodEpouv UTNPEoieg amodoxnG cUVOAAOYWVY LE KAPTA VOl
SlopyavWVOUV  EKTIOLOEUTIKA  TIPOYPAMMOTA  Ylo TS OUVEPYALOUEVEG ETIXELPNOELG
NAEKTPOVIKOU €UTIOPLOU OXETIKA UE TNV MPOANYPN TNG AmATnC.

BM11: Ito mAaiolo Twv kaBoplopévwy opiwv, ol MYM pmopolv va MOPEXOUV OTOUG
TeAATEG TOUG TN duvatotnta va Staxelpilovtal Ta OpLlol TWV UNNPECLWY MANPWHWY LECW
SladiktUou o€ éva 0lopaAEC Kal alomioTo epLBAAAov.

BM12: Ou NYMN pmopolv va sdpoappolouv Sladikaoieg mposldonoinong Twv MeEAATWY,
OTWG HECW TNAEDWVLIKAG EMKOWVWVIAG | amooToAng ypamtol pnvouatog (SMS), yua
vmortteg 1 vPnAol KwdUvou TiPGgel MANPWUWY TIou Bacilovtal OTIG ECWTEPIKEG TOUC
TIOALTIKEC SLaXElpLONG Tou KLvSUvou.

BM13: Ou NYM pmopolVv va va TapEXOouv OTOUC TEeAATeg Tn Suvatotnia va
Ppoodlopllouv  yevikoUg, €£EQTOUIKEUMEVOUC KOVOVEG WC  TAPAUETPOUC YLt T
cuumnepldopd TOoug 000V adopd TIG MANPWUES HEOw OSladlktiou Kol TIG ouvadeig
umnpeoieg, m.X. 6t Oa Spopoloyolv MANPWUEG HOVO OO KATIOLEG CUYKEKPLUEVEG XWPES
KoL OTL oL MANpwUEC ou Spopoloyouvtal and dMha onpeio Ba avactéAdovtal, 1 oOtL
MTIOpOoUV VO CUUTIEPIAABAVOUV OUYKEKPLUEVOUG SLKOLOUXOUC TIANPWHNAG O AEUKEC N
pHoUpeC AloTeg.
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